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Introduction: 

The EXPLIoT IoT Security learning kit is a great way to get started with IoT device 
security and exploitation using the DIVA (Damn Insecure and Vulnerable 
Application) board and other targets. This kit includes everything that you need in 
your arsenal to perform UART, I2C, SPI, JTAG, ZigBee, BLE analysis. This Lab Manual 
provides guidance and step by step process of performing each lab. It will teach you 
everything from finding the communication ports, sniffing, manipulating 
communication to exploiting IoT devices. 

 

 

What is included: 
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1. DIVA (Damn Insecure and Vulnerable Application) IoT Board 

2. EXPLIoT Nano 

3. Zigbee Auditor 

4. Arduino Nano 

5. Vulnerable Smart watch with charging cable 

6. Logic Analyzer 

7. SPI Flash (Winbond) 

8. Digital Multimeter 

9. Bread Board + Jumper Wires (M-M, M-F, F-F) 

10. USB-Mini USB, USB-Micro USB Cable 

 

Note: 

There are some files provided (in respective Lab directories) along with the lab 
manual. Use the files wherever required as mentioned in the lab itself. 
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About EXPLIoT 

EXPLIoT is an open-source framework designed for security testing and exploiting 
IoT. It is an initiative by Payatu, a research-powered cybersecurity services 
company with expertise in IoT, embedded, mobile security and vulnerability 
research. More details – https://payatu.com.  

We also organize one of the largest information security conferences in Asia called 
nullcon – https://nullcon.net/ and one of the most active Hardware Security 
conferences in Europe called hardwear.io – http://hardwear.io.  

For more details about EXPLIoT and our products, visit https://expliot.io/ 

 
 
 

EXPLIoT Offerings: 
 

1. IoT Auditor – Automated Assessments for Hardware, Firmware, and RF 
Interfaces, all in a single, seamless platform. For more details - 
https://expliot.io/platform/  

2. Online Store – Our online store where you can purchase hardware tools 
for IoT Security. More details - https://expliot.io/collections/frontpage 

3. EXPLIoT Academy – Boost your confidence, master the field, become a 
certified professional with our expert-led courses 
https://academy.expliot.io/home  

4. EXPLIoT Framework – An open source IoT Security Testing and 
Exploitation Framework. More details - 
https://gitlab.com/expliot_framework/expliot 
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Labs 

UART 

Lab 1 – UART Identification Method 1 

Objective: 
UART Identification Method 1 using micro-controller pins and DMM (Digital 
Multimeter) conductivity test. The goal is to identify UART pinouts on the PCB 
board, provided we know of micro-controller UART pins, which can be found in the 
datasheet of the micro-controller. 

Description: 
In this lab, we will understand how to read the datasheet of a micro-controller to 
find out the pinouts and carry out conductivity tests using DMM. We will learn to 
read the pin diagram from the datasheet, mapping pinouts from the micro-
controller to the board pinouts using DMM conductivity test and identify UART 
ports. 

Download the STM32WB55RG datasheet. (also provided along with the manual) 

(datasheet - http://www.st.com/resource/en/datasheet/stm32wb55re.pdf) 

On the actual microcontroller IC, pin 1 starts with a small round index mark. Pins are 
calculated in an anti-clockwise direction from the mark. 

Setup:      

 1. DMM (Digital Multimeter) 

 2. DIVA IoT Board (DIVA Board must be powered off) 

Steps: 

1. Try to locate a cluster of pinouts/headers. After shortlisting them, number 
them for convenience. 
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2. Identify the name printed on the microcontroller and do a quick Google search 
for its correct datasheet. Identify the correct package by counting the number 
of pins on it and their shape on the microcontroller while comparing it with the 
datasheet (page 57 of STM32WB55RGV6 datasheet). The package used in DIVA 
is VFQFPN68. 

                     

 

 

 

 

 

 

 

 

Fig. – STM Micro-controller package used in DIVA 

3. Go to the pin definition table in the datasheet (starting at page no. 60) and 
locate the UART pins for the package VFQFPN68 (pin numbers of USART TX, 
USART RX). Please note that there can be more than one UART port on the 
micro-controller. 

4. Power ON the DMM using the Power button (press and hold power button for 2 
seconds). You will see the below image ( --- ). This function means your DMM is 
in continuity mode (Same mode is used for measuring the AC/DC voltage and 
resistance). Please refer to the DMM Manual for more information. 

5. The DIVA (Target board) must be powered off while performing the continuity 
test. Otherwise, it will cause damage to the board, so be careful. 
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6. Touch one DMM (either red or black) probe on the target board pinout/header 
which is to be identified and another probe on the located UART pin of micro-
controller. 
If the DMM beeps, it means there is conductivity between those two points. 
This indicates that the pinout on the board is directly connected to the 
corresponding micro-controller UART pin. So, if you are testing for TX pin on 
the microcontroller and one of the pin headers on the board and the DMM beep, 
voila! 
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7. You have found the TX pinout. 

                                   

8. Repeat the same process to identify the RX pin.  
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Lab 2 – UART Identification Method 2 

Objective: 
UART Identification Method 2 using DMM Voltage tests on the board pinouts - The 
objective is to identify UART pinouts on the PCB board when we do not have the 
knowledge of the micro-controller UART pins and the datasheet of the micro-
controller. 

Setup: DIVA IoT board 

Steps: 

1. Power up the DIVA board by connecting it to your laptop (using the micro-USB 
cable provided). 

2. DIVA appears as a virtual-serial (USB-cdc/virtual-com) port by default; the task 
is to find out the virtual-serial port of DIVA. In Windows, virtual-serial ports are 
called COM ports. In Linux, they appear as files prepended with "tty" to their 
names. E.g./dev/ttyACM0. Enter the command lsusb in the terminal to list all 
the connected USB devices. You will get the below output. 

3. If you see STMicroelectronics Virtual COM Port in the output, you are good to 
go. If not, check the connections, try USB connect-disconnect, and check if the 
USB ports are properly forwarded. Enter command dmesg | tail in the terminal 
to figure out the assigned USB-serial name.  

We can see the device “ttyACM0” 
 

4. Launch "screen" with the identified USB-serial name in the terminal to talk to 
the DIVA board. (DIVA comes with a small shell-like interface over USB-serial)  

$ screen /dev/ttyACM0  

Note: Baud rate is not important while connecting to DIVA.  

Press ENTER and then type any character (followed by Enter) in the terminal 
and check the response. 
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If you see the DIVA console, the DIVA board is ready for challenges!  

Type “.l” (dot el), followed by an "Enter" to list the challenges. 

Important notes: 

i. To exit screen – press [CTRL]-A, release them, then press k and then 
press y. 

ii. Do not open multiple terminal sessions with any device, including DIVA, 
as it will not connect. This means simply closing the terminal where the 
screen is running will not help; either exit the screen or kill the process 
manually (ps aux | grep –I screen to find the screening process and then 
kill -9 <PID> to kill it by specifying the PID of the process).ps aux | grep –i 
screen to find the screening process and then kill -9 <PID> to kill it by 
specifying the PID of the process). 

iii. The labs use screen as the hyper terminal. However, you can use any 
hyper-terminal software of your choice – minicom, putty etc. 

5. Enter 1 for the UART lab and again enter 1 to turn ON device UART logs. 

 

Description: 
In this lab, we will get a basic understanding of how to locate and identify UART 
pinouts on the target board by reading their voltage levels using DMM. 
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Steps: 

1. Inspect the PCB to locate potential UART pinouts/headers, typically four or 
more pins in series. 

2. Test each pin with DMM to identify its purpose, start with VCC, RX, TX, GND. 

3. First Identify GND. (Do not Powered on the DIVA Board) 

   

  

  

  

  

  

  

  

  

  

  

  

a. Power ON DMM and put it in ( --- ) mode, using SEL button.  

b. Identify any metallic sheet area (usually metallic sheet areas are 
connected to ground on the board) or identify the GND pin of the input 
DC supply of the DIVA board. 

c. Put one probe on the pin to be tested and the other probe on the metallic 
sheet or to the GND of input DC supply. 

d. If the DMM beeps, it means that it is a GND pin. 

4. To Identify VCC: 
(NOTE: VCC is not used when connecting to serial (UART) interface, but 
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identifying it helps in narrowing our search for Tx and Rx. So, please DO NOT 
connect the VCC of the target board to your UART connector (EXPLIoT Nano)) 

a. Power ON the DMM. 

b. Power on the DIVA board. 

c. Place the red probe on the pinout/header to be tested. 

d. Place the black probe on the identified GND metallic sheet, the GND of 
the input DC supply, or the GND pin identified in the previous step. If the 
DMM displays a relatively consistent voltage (e.g., 3.3V), it indicates VCC. 
The voltage level at which the STM operates on the board is 3.3V. When 
you read the datasheet, this is one important detail to verify. Typically, 
most microcontrollers operate at 3.3V. 

If not, repeat with other pins till you find one. 

                            

5. To identify TX 

a. Follow the same process as for VCC. 

b. If the DMM displays varying voltage, it is likely a TX pin. The reason for 
varying voltage is that, while transmitting data over TX, the voltage 
fluctuates between low and high depending on the binary value being 
sent (0 or 1). If no data is being transmitted, it will remain high and may 
be confused with VCC. 
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c. If the TX pin is not found, repeat the process with other pins. 

d. If there are two pins with constant voltage, one of them could be TX. 
Usually, devices log information over UART when they are booted. One 
way to identify TX is to test it immediately after rebooting the device. 
You can also use a logic analyzer or oscilloscope to observe the activity 
on these pinouts. 

                   

6. To identify RX 

This is slightly trickier than the others as the voltage may be low or high. 
However, if you have identified 3 of the other pins (VCC, GND, and TX), you can 
experiment with each of the unidentified pins in the located pin group by 
considering them individually as RX and connecting to see if it works. If the 
located group of pins has only 4 pins, then the 4th and unidentified pin should 
be the RX pin. 
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Lab 3 – UART Communication with Target 

Objective: 
Once the UART port is identified, communicate with the target device to further 
analyze its read/write access. The objective is to understand the process of 
interfacing with the target device, identify the correct baud rate it uses for 
communication, and analyze the read/write access. 

Description: 

You will learn to interface and communicate with the target device over a UART 
connection. This involves identifying the correct baud rate that the device uses and 
determining whether you have read-only access or read/write access over UART. If 
a UART connection is enabled, the devices usually provide: 

i. A Linux or custom shell over the UART connection – This is typically utilized 
by support or development staff for troubleshooting. However, if accessed by 
attackers, it opens many avenues for exploiting the device, such as reverse 
engineering binaries, backdooring, debugging to find vulnerabilities, and 
accessing scripting source codes. 

ii. Read only logs – These typically include boot log messages and other runtime 
messages. They are equally important as they provide crucial information 
about the hardware, firmware, and system behavior. 

 

Setup: 

1. DIVA IoT board 

2. EXPLIoT Nano 

3. F-F Jumper wires 

Steps: 

1. Interfacing identified UART pinouts with EXPLIoT Nano 

a. Connect EXPLIoT Nano with the UART pins on the DIVA board using 
wires and breakaway headers. 

b. Solder wires/headers if required. 

c. EXPLIoT Nano Pin 3 RX ---------- TX UART Pin on board 

d. EXPLIoT Nano Pin 5 TX ---------- RX UART Pin on board 

e. EXPLIoT Nano Pin 1 GND ---------- GND UART Pin on board 
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Important Note: 

iv. DO NOT connect VCC pins of the target board and EXPLIoT Nano. 

v. The TX of one device connects to the RX of another and vice versa. 

vi. DO NOT connect the TX to TX and/or RX to RX. 

                       

Fig. – DIVA board and EXPLIoT Nano UART connection. 
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2. Baud rate identification: 

As the UART connection is asynchronous there is no clock monitoring the data 
synchronization. The way UART devices communicate correctly is by using pre-
configured baud rate (the rate at which data is transmitted). Unless both the 
devices use the same baud rate, they will receive garbage data on their RX. 
Hence, we need to identify the correct baud rate before we can start 
communicating. For this we will use the baud scan plugin of EXPLIoT 
framework. 

i. Install EXPLIoT Framework if it is not already installed. The source code 
and documentation can be found here- 
https://expliot.readthedocs.io/en/latest/index.html  

ii. Most devices will have a default baud rate of 9600 or 115200. However, 
if you see binary garbage data, it is most likely that the baud rate 
specified is wrong. 

iii. After making the physical connections between the EXPLIoT Nano and 
DIVA, connect the EXPLIoT Nano to your PC via USB. Ensure that the 
DIVA is powered on and that the UART lab is initiated using a separate 
DIVA command-line screen session. 

iv. Identify the device file – tty* of the Nano on your PC as mentioned in the 
above labs. 

v. Run the EXPLIoT framework (as root/sudo if your system does not 
allow user processes to connect to tty* devices). 

$ sudo expliot 

vi. Run the baud scan plugin, to see the options use -h: 

ef> run uart.generic.baudscan –h 

For example: ef> run uart.generic.baudscan –p /dev/ttyUSB0 

vii. It will start reading data using different baud rates such as 1200, 2400, 
4800, 9600, 19200, 38400, 57600, and 115200, and will provide a 
percentage of ASCII data in the communication for each baud rate. The 
baud rate with the highest percentage is most likely the correct one. 

viii. Once it is detected, note it down and make sure to exit the EXPLIoT 
framework.  ef> exit 
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Fig. – we found the correct baud rate 9600 as it has 100% ascii data. 

3.     Access the device over UART: 

i. Now that we have identified the correct baud rate, use the screen to gain 
access to the device. EXPLIoT Nano port will be /dev/ttyUSB0. 

ii. Power on the DIVA, if it’s not powered and make sure that you start the 
UART Lab from the DIVA console. After that run the screen or any other 
hyper terminal/serial console utility of your choice – minicom, putty etc. 

$ sudo screen <device file> <identified baud rate> 

    For example: $ sudo screen /dev/ttyUSB0 9600.  

iii. If you see any log messages on screen, you have accessed the UART. 
Typically, on devices you may find the Linux shell, custom shells created 
by the vendors or read only logs. These logs are always helpful and if 
you get a shell through it, then nothing like it. Sometimes vendors may 
protect the shell with passwords. These passwords may be Linux user 
passwords, which can be extracted from the firmware if you already 
have it or custom passwords, which are usually hardcoded in the 
firmware or stored in external memory. 
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JTAG 

Lab 1 – JTAG Identification Method 1 

Objective 
JTAG Debug port identification method 1 using micro-controller pins and DMM 
(Digital Multimeter) conductivity test. The objective is to identify JTAG pinouts from 
the PCB board provided. Now we have knowledge of micro-controller JTAG pins, 
which can be found in the datasheet of the micro-controller. 

Description: 
In this lab, we will learn how to use datasheets of a micro-controller to identify JTAG 
pinouts using DMM conductivity tests. We will learn to read the pin diagram from 
the datasheet and mapping pinouts from the micro-controller to the target board 
pinouts to identify JTAG. The same process can be used for other debug ports like 
SWD, JTAG etc. 

Setup: 
1. DMM  
2. DIVA IoT board (DIVA Board Must be Power off) 

Steps: 

1. The steps for this lab are the same as the “UART Identification Method 1” lab 
except that we are looking for JTAG pins on the micro-controller instead of the 
UART. 

2. Identify the name printed on the microcontroller and do a quick google search 
for its datasheet. Identify the correct package by matching the name printed on 
the microcontroller and in the datasheet. Go through the datasheet and find the 
pinout of the microcontroller (page 57 for STM32WB55RGV6 VFQFPN68). 
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(datasheet - http://www.st.com/resource/en/datasheet/stm32wb55re.pdf)  

3. Go to the pin definition table in the datasheet (starting at page no. 60) and 
locate JTAG pins for the package VFQFPN68 (pin numbers of JTCK, JTMS, JTDO, 
and JTDI). 

4. Try to locate a cluster/group of pins/headers on the board that you want to 
test. After shortlisting them, number them for convenience. 
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5. Touch one DMM probe (either red or black) on the target board pinout/header 
which is to be identified and another probe on the located JTAG pin of the 
micro-controller. 

6. If the DMM beeps, it means there is conductivity between those two points. 
This indicates that the pinout on the board is directly connected to the 
corresponding micro-controller JTAG pin. So, if you are testing for JTCK pin on 
the micro-controller with one of the pinouts on the boards and the DMM beeps, 
voila! You have found the JTCK pinout. 

7. Repeat the same process to identify all the JTAG pins (JTCK, JTMS, JTDO, and 
JTDI) 

Disclaimer: Spoiler ahead. Below image shows the JTAG pins of DIVA 
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Lab 2 – JTAG Identification Method 2 

Objective 
Automated JTAG Pin scanning and identification using JtagEnum with Arduino Nano. 
The objective is to understand the process and perform automated JTAG scanning 
using JtagEnum running on Arduino Nano. 

Description: 
In this lab, we will learn how to scan and identify JTAG pinouts on the target board 
with the help of JtagEnum, which is an open-source project available for Arduino. 
More details about the project and its source code are available here: 
https://github.com/cyphunk/JTAGenum/  

We are going to use DIVA as the target board to identify its JTAG pins. 

 

Setup: 

a. Arduino Nano flashed with JtagEnum code (Arduino Nano is Pre flashed with 
JtagEnum program. 

b. Diva IoT Board 

c. Female-Female Jumper wires 

 

Steps: 

1. Connect the Arduino Nano pins, D2 to D6 to the suspected pins (cluster of pins) 
on the DIVA board using female to female jumper cables, as shown in the image. 
Note: Order of the pins doesn’t matter. 

2. Power ON the DIVA board using a USB to Micro-USB cable. 
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3. Connect Arduino Nano to your PC. (If you are using a virtual box, select the 
Arduino in USB options of the virtual box guest to pass through Arduino to the 
guest from the host machine.) You can use your PC to access Arduino over 
serial directly. To access Arduino nano over serial, run the following command. 

$ sudo screen /dev/ttyUSB0 115200 

4. On the serial terminal, start the JTAG scan by pressing S 
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5. It keeps on running continuously even after identifying the JTAG pins. When it 
finds a pin combination, it prints “FOUND! ” in the scan results as shown below. 

  

6. You may get more than one “FOUND!”. The reason is that it tries all 
combinations. Multiple “FOUNDS!” will all have same pin numbers except for 
TRST, which we are not scanning and is optional in JTAG. 

7. Awesome! You have just identified the correct JTAG pins. Note them down for 
your further reference and go ahead and celebrate your finding. 
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Lab 3 – Micro-controller Firmware Extraction Over JTAG 

Objective: 
Use the JTAG Debug port to access the micro-controller and extract the firmware. 
The objective is to understand how to connect JTAG with the target board and how 
to extract data from the internal memory of the microcontroller. 

Description: 
We will use an open-source tool called Open On-Chip Debugger (OpenOCD) to 
communicate with the target board over the JTAG protocol. This will help us 
understand its interface and perform various operations on the microcontroller. 
Ultimately, we will extract the firmware from the microcontroller. 

Setup: 

a. EXPLIoT-Nano multi-purpose debug adapter 
b. DIVA IoT board 
c. Jumper cables 
d. Breadboard 

 

Steps: 

1. Install OpenOCD if not already done. On Ubuntu, you can install it directly using 
apt, but this may not provide the latest version. For more details, please refer 
to the documentation available at -   http://openocd.org/   

Note: For DIVA 3.0 you need to install Openocd 0.11.0 or Later versions. 

2. Identify the JTAG pins on the target board using any of the methods mentioned 
above (1 and 2). 

3. Connect the JTAG pins on the target board to the JTAG pins of the EXPLIoT 
Nano. You can use female-to-female jumper cables for these connections. 

Note: Power up the DIVA board (using a USB cable) only after all the pins are 
connected and the physical connection is verified. 
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4. Power up the DIVA board by connecting it to the laptop USB port using the 
micro-USB cable provided and connect the EXPLIoT Nano debug adapter to 
another USB port. 

5. Access the DIVA console using a screen. The process has already been discussed 
in UART labs. 

$ lsusb 

$ sudo screen /dev/ttyACM0 

i. Note: Baud rate is not important while connecting to DIVA 

ii. Type any character (followed by Enter) in the terminal and check 
the response. 

iii. DIVA board is now ready for the lab! 

6. Now launch openocd in a new terminal window. 
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Note: We need to pass configuration files to OpenOCD to make it aware of the target 
micro-controller (STM32 for this lab) and the debug adapter used (EXPLIoT Nano for 
this lab). For a different microcontroller or adapter configuration, you may need to 
select the corresponding configuration files. These configuration files are provided 
with the lab manual. Additionally, you may need to run OpenOCD as root/sudo if your 
system does not allow users to access the tty* devices. 
 
$ sudo openocd -f <path to config file> <EXPLIoT Nano JTAG .cfg file> 

 

7. OpenOCD starts a Telnet session for command line console access. Launch a 
Telnet session by running the following command in a new terminal window: 

 $ telnet localhost 4444 

8. Through the Telnet interface, we can perform memory read, write, and debug 
operations. 

1. The following are the OpenOCD commands we would need for the labs. 

 

2. First, we need to determine the address from which the firmware starts 
and the length of the firmware. The firmware is stored in the internal 
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flash memory. Refer to the datasheet to identify the flash memory 
address and the total length. 

 

                              

Fig. Memory mapping of the micro-controller specified in the datasheet 

 
As we can see here, the flash memory is located at 0x08000000. Its length 
is calculated as 0x8100000 – 0X8000000 = 100000. After determining the 
address, perform the following operations in the Telnet window –> halt the 
micro-controller -> dump the flash memory -> resume the controller. 

3. Commands (in order) 

i. > halt 

ii. > dump_image /tmp/flashdump1.bin 0x8000000 0x7FFFF 

iii. > resume 
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4. Check the file /tmp/flashdump1.bin to make sure that data was extracted 
into the file. 

5. That’s it! We have successfully dumped the microcontroller firmware. 

 (Note: Please keep the setup ready for the next exercise) 
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Lab 4 - Microcontroller Firmware Patching Over JTAG 

Objective: 
Find out the hardcoded password from the extracted firmware, modify it, write it 
back and login. The objective is to familiarize yourself with firmware extraction, 
analyzing hardcoded data, and patching the firmware on-the-fly. 

Description: 
We will understand why it is critical to not hardcode sensitive data in firmware and 
how to analyze hardcoded data from the firmware binaries. 

Setup: 

1. EXPLIoT Nano multi-purpose debug adapter 
2. DIVA IoT board 
3. Jumper cables 
4. Breadboard 

Steps: 

1. You need to complete the previous lab before starting this one. If you haven't 
completed it yet, please do so now. 

2. Now that we have a firmware binary. List out all the strings present inside the 
binary file. The easiest way to do that is to use the strings utility. 

1. $ strings <file_name> 

3. Launch Challenge 4 (Firmware Analysis Lab) from the DIVA shell. How to get to 
DIVA shell is documented in the above labs. 

 

 

  

 

 

4. When it asks for a password, try out any random password and access will be 
denied. 

5. If the password is hardcoded in the firmware binary, you need to analyze the 
strings and identify those that could potentially be passwords. You can 
automate this process by writing a Python script to extract interesting strings 
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and then send them over the serial connection to the DIVA board. Analyze the 
responses to determine if the password was correct or not. 

6. Congrats! You figured out the password. If not, keep looking……. 

7. Now open the binary file in bless (bless is a UI based hex editor tool to view and 
edit binary files). Install bless, if not already installed, or you can use any other 
hex editor of your choice. 

1. $ bless <file_name> 

 

 
Search for identified password inside bless (in the bottom search bar, search 
as Text). Modify the password, save it to a different file (for example  
/tmp/firmware.bin ) but make sure the size of the file does not change. 

 
Important Note: The new password must have the same length as the old 
one. (If password length is 6 bytes, the modified password should have 
exact 6 bytes). If you change more bytes than the password length, it will 
brick the device and it won’t boot after that, so be very careful with this 
lab. Just delete a byte from the password and add a new byte in its place. 

8. Write the modified binary file back to DIVA using the OpenOCD-Telnet 
interface. If you haven't connected your DIVA board with OpenOCD, please 
refer to the previous lab. Once Telnet is up, perform the following operations in 
the Telnet console: reset init -> write the modified binary to the flash 
memory -> reset the controller. 
 

1. Commands (in order) 

i. > reset init 

ii. > flash write_image erase /tmp/firmware.bin 0x8000000 

iii. > reset 
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9. Once done with flashing the updated firmware, close openocd. 

10. Reset the DIVA board (perform a power on-off reset). Connect to it over serial 
(using screen) and choose “Firmware Analysis Lab” again. Enter the modified 
password. 
 

 

 

 

 

 

 

Access granted; patched firmware is working! 놴놲놵놶놷놳 

You have successfully backdoor-ed the device…..! 
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Lab 5 - Microcontroller Peripheral Access Over JTAG 

Objective: 
Use the JTAG debug port to manipulate the GPIOs of the microcontroller and 
generate an LED pattern with the onboard LEDs. The objective is to understand how 
to control the GPIOs of the microcontroller over JTAG to change the behavior of the 
target according to your needs. 

Description: 
We will learn ways to control or manipulate GPIOs and other components on the 
board via the debug interface. We will also gain an understanding of the memory 
map, memory-mapped IO, GPIO registers, and related concepts of an ARM Cortex-
M4 microcontroller. 

Setup: 

a. EXPLIoT-Nano multi-purpose debug adapter 
b. DIVA IoT board 
c. Jumper cables 
d. Breadboard 

Steps 

1. Open the DIVA STM32 datasheet yet again! 

2. Let us look at the LED terminals (pinouts) and how they are connected to the 
microcontroller. 

3. Using a DMM, perform a conductivity test to identify which microcontroller 
pins are connected to which LED pinout on the board. You don’t need the 
datasheet for this, as it involves directly brute-forcing the pin connections. 
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4.  Once the pins are identified, note them down and find out which PORT (Like 
PORT A, PORT B, PORT C etc.) the connected LED pinouts belong to. The picture 
below shows how to figure out pin-port relation. 

  

 Note: Always perform conductivity test with the device in powered off state. Once 
you identify the pins, look at the datasheet to find out the associated port. 
 E.g. pin 65 => port B. 

5. The ARM Cortex-M4 uses memory-mapped I/O, meaning all the peripherals, 
including GPIOs, are mapped to the same address space. The advantage is that 
normal memory access operations will work on GPIO registers too. Find the 
memory map of the identified port, for example, GPIOC (refer to the 
datasheet). 
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6. Dump the memory corresponding to the identified port from DIVA over the 
OpenOCD telnet interface. If you haven't connected your DIVA board with 
OpenOCD, please refer to the previous labs. Once the telnet connection is 
established, perform the following operations in the telnet shell to extract the 
GPIO memory: halt the micro-controller -> dump GPIO registers -> resume 
the controller. 

Commands (in order): 

i. > halt 

ii. > dump_image /tmp/sample1.bin 0x48000400 0x3FF 

iii. > resume 

 

 

 

 

 

7. Launch Challenge 5 (JTAG Lab) from the DIVA shell. The DIVA board should be 
connected to the PC over USB, and we use the screen to access the shell. 
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8. Type 1 followed by Enter to turn on the first LED. 

9. Perform the following operations in the telnet shell to extract GPIO memory. 
halt the micro-controller -> dump GPIO registers -> resume the controller 

Commands (in order) 

i. > halt 

ii. > dump_image /tmp/sample2.bin 0x48000400 0x3FF 

iii. > resume 

 

 

10. Compare both dumps (sample1.bin and sample2.bin) using vbindiff to identify 
the bytes responsible for the LED state change. Some trial and error may be 
involved here. vbindiff is a utility for comparing and diffing binary files. 

  

11. Calculate the offset of the changed bytes. Target address = identified GPIO 
port start address (in micro-controller memory map) + offset of the 
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identified byte (in GPIO memory dump). You can also write different values 
to the target address and verify the changes in LEDs glowing pattern.  

12. For writing bytes to the micro-controller memory, use openocd-telnet 
command mwb or mwh 

 > mwh 0x48000414 0xFFFF 

13. For more fun, write an OpenOCD script to display an LED running pattern from 
top to bottom. OpenOCD comes with a TCL-like interpreter built-in, which 
helps automate commands. For example, the command: 

> loop i 0 16 {sleep 100;mwh 0x48000414 [expr 0b1 << $i]} 
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I2C 

Lab 1 – I2C Chip Reconnaissance 

Objective: 
To perform reconnaissance on the Microchip 24LC256 EEPROM, refer to the 
datasheet. The objective is to understand the information necessary to obtain from 
the memory chip datasheet, which will aid in further analysis. 

Description: 
In this lab, we will go through the datasheet of the 24LC256 EEPROM IC to 
understand the package, pin specifications, and various other parameters such as 
chip size, maximum clock frequency, pinouts, etc., which are important for 
troubleshooting in case we encounter issues with reading or writing the chip. 

Download the datasheet 
(source: https://www.microchip.com/wwwproducts/en/24LC256) 

Steps: 
Go through the datasheet and find the following answers. 

1. Identify the size: 

                 

2. Identify the clock frequency: 

        



 

 

100 | 41  

 

3. Identify the Pin specifications:  

                      

4. Identify the slave address: 

                              

5. Understand the commands: 

The control byte consists of a 4-bit control code. For the 24LC256, this is set to 
'1010' in binary for read and write operations. The next three bits of the control 
byte are the Chip Select bits (A2, A1, A0). These Chip Select bits allow the use of up 
to eight 24LC256 devices on the same bus and determine which device is accessed. 
The Chip Select bits in the control byte must correspond to the logic levels on the 
corresponding A2, A1, and A0 pins for the device to respond. Effectively, these bits 
serve as the three most significant bits of the word address.                               
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So, if we transmit 1010 000[0] to the slave chip, it means it’s a write command, 
followed by address and data. 

                                  
And if we transmit 1010 000[1] to the slave chip, it means it’s a read command. 
24LC256 contains an address counter that maintains 

                                  
the address of the last word accessed, internally incremented by ‘1’. Therefore, if the 
previous read access were to address n (n is any legal address), the next current 
address read operation would access data from address n + 1.  

Identify SPI Read/Write/Write enable commands. 
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Lab 2 – I2C Communication Sniffing to Bypass Authentication 

Objective: 
Sniffing I2C communication using a logic analyzer and bypassing authentication. 
The objective is to gain experience in interfacing with a logic analyzer and reverse-
engineer the communication between the micro-controller and the I2C chip to 
identify any issues or vulnerabilities. 

Description: 
In this lab, we will learn how to use a Logic Analyzer on the DIVA board to sniff the 
communication between the micro-controller and the I2C EEPROM memory and 
analyze it to find any sensitive information. After sniffing the data, we will analyze 
the data transferred during the authentication process on DIVA. The DIVA board has 
two memory chips; the one marked as U3 is the I2C memory chip, which is in a 
Small Outline Package (SOIC). 

Steps: 

1. Find the pinout of the I2C EEPROM chip on the DIVA board. Use the 
conductivity test to identify if they are exposed on any of the pin headers on the 
DIVA board. The process is the same as for UART or JTAG identification Method 
1 (with datasheet). You need to look for SCL and SDA (and GND). If you are 
feeling lazy ;), the figure below shows the I2C pin headers on the DIVA board. 

 

 

 

 

 

 

 

 

 

                                   

 

 

 

 

2. Connect the Logic analyzer to the DIVA board. CH0 and CH1 should be 
connected to SCL and SDA respectively. The GND of the DIVA board should be 
connected to the GND of the Logic analyzer. 
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Logic Analyzer Pins DIVA Board Pins 

CH0 SCL 

CH1 SDA 

GND GND 

3. Connect both the Logic analyzer and the DIVA board to the PC using the USB 
cable. 

4. Open the Logic analyzer software with root privileges on the PC. 

5. Start the screen for the DIVA board. Set the correct serial device name and baud 
rate as 9600. 

6. Click on the Analyzer on the right of logic software, select I2C, and set the 
correct channel number for appropriate wires. 
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NOTE: If your logic analyzer device channels start from CH1 instead of 
CH0, then assume CH1 on the Logic Analyzer as CH0 on the Logic software 
and so on. There might be a manufacturing issue with some devices. 

 

               

7. Click start on the Logic analyzer software and return to the DIVA board console. 
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8. On the terminal enter .h for help and .l to list the challenges 

  

 

 

 

 

 

 

 

9. Enter 2 (for I2C sniffing Lab) and type the password when asked. Since we do 
not know the password, type any incorrect password. Once done, click on stop 
on the Logic analyzer software. 
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10. On the bottom right-side of Logic software, we can see the decoded protocol 
communication including the data that was sniffed. Analyze the data and try to 
figure out what was sniffed. 

  

Hint: we can see that the data (string) “admin” is read from the chip. Does it ring a 
bell? 놴놲놵놶놷놳 

  



 

 

100 | 48  

 

Lab 3 – I2C Chip Memory Dumping 

Objective: 
I2C EEPROM memory dumping using EXPLIoT Nano. The objective is to get familiar 
with the process of dumping I2C memory chip data. 

Description: 
In this lab, we will learn how to use EXPLIoT nano and EXPLIoT framework to dump 
data from I2C EEPROM memory. 

Steps: 

1) Find the pinout of the I2C EEPROM present on the DIVA board as done in the 
previous lab. 

2) Connect the SDA/SCL/GND of the DIVA to the EXPLIoT NANO pinouts. 

3) Use Breadboard for shorting pin 3 and pin 4 of the EXPLIoT NANO which is 
SDA. 

 

 

 

 

 

 

 

 

 

 

 

 

 

4) To extract data from I2C EEPROM type the following command in the 
EXPLIoT framework. 

a. ef> run i2c.generic.readeeprom –c 24AA256 –w <filename.bin> 
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5) Use strings or bless to see all the strings within the file. 
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SPI 

Lab 1 – SPI Chip Reconnaissance 

Objective: 
To perform reconnaissance on the Microchip 25LC256 EEPROM using the datasheet. 
The objective is to understand the information that can be obtained from the 
memory chip datasheet, which will aid in further analysis. 

Description 
In this lab, we will review the datasheet of the 25LC256 EEPROM IC to understand 
its package, pin specifications, and various other parameters such as chip size, 
maximum clock frequency, pinouts, etc. These details are typically useful for 
troubleshooting in case we encounter issues with reading or writing to the chip. 

Download the datasheet (source: 
https://www.microchip.com/wwwproducts/en/25LC256) 

Steps: 
Go through the datasheet and find the following answers. 

1. Identify the memory size 

                      

2. Identify the clock frequency: 
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3. Identify the Pin specifications 
 

 

 

 

 

4. Identify Clock polarity and phase (CPOL and CPHA) 
 

 

 

 

 

 

5. Identify the SPI Read/Write/Write enable commands 
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Lab 2 – SPI Communication Sniffing to Bypass Authentication 

Objective: 
SPI communication sniffing using a logic analyzer and bypassing authentication. The 
objective is to gain experience in interfacing with a logic analyzer and reverse 
engineering the communication between the microcontroller and the SPI chip to 
identify any issues or vulnerabilities. 

Description: 
In this lab, we will learn how to use the Logic Analyzer on the DIVA board to sniff 
the communication between the microcontroller and the SPI EEPROM memory and 
analyze it to find any sensitive information. After sniffing the data, we will analyze 
the information transferred during the authentication process on the DIVA. The 
DIVA board contains two memory chips; the one marked as U4 is the SPI memory, 
housed in a Small Outline Integrated Circuit (SOIC) package. 

Steps: 

1.  Find the pinouts of the SPI EEPROM chip on the DIVA board. Use the 
conductivity test to identify if they are exposed on any of the pin headers on the 
DIVA board. The process is the same as for UART or JTAG identification Method 
1 (with datasheet). If you prefer a shortcut, the figure below shows the I2C pin 
headers on the DIVA board. 

                                      

 

 

 

 

 

 

 

 

 

2. Connect the logic analyzer to the DIVA board, with CH0 to CH3 connected to CS, 
SCLK, MOSI, and MISO in the same order. Connect the GND of the DIVA to the 
GND of the logic analyzer. 
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Logic Analyzer Pins DIVA Board Pins 

CH0 CS 

CH1 SCLK 

CH2 MOSI 

CH3 MISO 

GND GND 

 

  

 

 

 

 

 

 

 

1. Connect both the Logic analyzer and the DIVA board to the PC using the USB 
cables. 

2. Open the Logic analyzer software with root privileges on the host machine. You 
need to install the Logic software, which is available for download on 
https://www.saleae.com/downloads/ for free. 

3. Start the screen for the DIVA board. Set the correct serial device name and the 
baud rate to 9600. 

4. Click on Analyzer on the right of Logic software, select SPI, and set the correct 
channel number for appropriate wires.  

NOTE: If your logic analyzer device channels start from CH 1 instead of 
CH0, then assume CH1 on the device as CH0 on the Logic software and so 
on. This is a manufacturing issue with some devices. 

5. Press Start on the Logic software and return to the DIVA board’s terminal.  
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6. On the terminal enter .h for help and .l to list the challenges 

 

 

 

 

 

 

 

7. Enter 3 (SPI sniffing Lab) and type the password when asked. 
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Since we do not know the password, type any incorrect password. Once done, 
click on stop in the Logic software. 

                     

8. On the bottom right-side of the Logic software, we can see the decoded protocol 
communication including the data that was sniffed. Analyze the data and try to 
figure out what was sniffed.   

 

Hint: The data that we sniffed is an md5 hash, if you note down all the 32 bytes 
and try online MD5 crackers to see if you can crack the MD5, you may get the 
correct password. 
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Lab 3 – SPI Chip Memory Dumping and Firmware Extraction 

Objective: 
SPI Flash memory dumping using EXPLIoT Nano. 

The objective is to get familiar with the process of dumping SPI memory chip data 
and extracting Linux based firmware. 

Description: 
In this lab, we will learn how to use EXPLIoT Nano and dump data from the SPI 
Flash memory. We will also try to analyze the data to see if it is a valid firmware and 
extract it using binwalk utility. 

 

 

 

 

 

 

Note: 

1. This lab will be performed on an SPI flash chip provided in the kit. This 
lab will not work for the SPI EEPROM on the DIVA board due to 
compatibility issues with FTDI (the chip in EXPLIoT Nano). 

Download the datasheet (Source: https://www.winbond.com/resource-
files/w25q64fwrevd032513.pdf) 

 

Steps: 

1. Connect SPI Flash memory pins to the EXPLIoT Nano as shown in the figure. 
Note that DO means MISO and DI means MOSI in the below diagram. Pins 
names may differ across vendors. 
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2. Now connect the EXPLIoT Nano to the host machine and check to make sure it 
is recognized. 

3. Now start the EXPLIoT framework and run the SPI read flash plugin: 

1. ef> run spi.generic.readflash -w /tmp/camera_dump.bin 

 



 

 

100 | 59  

 

4. Now you can use binwalk utility to extract the firmware. You need to install 
binwalk and its dependencies if it’s not already installed. Documentation and 
code are here – https://github.com/ReFirmLabs/binwalk 

 

 

1. $ binwalk –e /tmp/camera_dump.bin 

 

 

 

We just extracted the camera firmware. If you are curious, look around for the 
extracted firmware. 
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BLE: 

1. BLE Labs - DIVA Board: 

Lab 1 – Reconnaissance 

Objective:  
Reconnaissance with EXPLIoT framework. The objective is to perform scanning for 
BLE devices in proximity. 

Description:  
You will learn how to conduct reconnaissance on BLE-enabled devices and utilize 
the EXPLIoT framework for BLE operations. 

Setup: 

1. DIVA Board 

2. EXPLIoT Framework 

Steps: 

1. Here are the corrected sentences: 

  

1. Plug in the DIVA Board to your PC. 

2. Open the DIVA board console using `screen` or any other serial terminal 
utility. 

3. In the DIVA console, enter 7 (for the BLE Lab). 

4. It will display the prompt to turn ON and turn off BLE. Press 1 to turn ON 
BLE on the DIVA board. 

 
2. Open the terminal and run the `hciconfig` command. You will see the available 

BLE interfaces such as hci0, hci1, and others. 

1. hci0 is the default interface for the first Bluetooth adapter connected to 
your Linux system, typically assigned to the internal adapter. 
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2. hci1, hci2, and so forth, represent the interfaces for any additional 
adapters connected to your Linux machine. 

 

 

3. Start the EXPLIoT framework with root privileges (sudo) because scanning 
operations on Linux require elevated permissions. Once you are in the EXPLIoT 
console, execute the BLE scanner plugin to receive the Bluetooth addresses 
(BLEADDR) of devices within proximity. 

 

1. $ sudo expliot 

2. ef> run ble.generic.scan –i  (-i 0 is hci0) 
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4. Try to find out the address of the DIVA board (Device Name: EXPLIoT) 

 

 

Lab 2 – GATT Services and Characteristics Enumeration 

Objective:  
To enumerate the GATT services and characteristics of the BLE device, the objective 
is to understand the nature of these characteristics and services, as well as how to 
retrieve this information from a BLE device. 

Description: 
You will learn to perform the enumeration of GATT services and characteristics of 
BLE devices. GATT services and, more importantly, characteristics, serve as the 
primary communication points between the device and the client, facilitating the 
exchange of data through characteristic values. 

 

Setup: 

1. DIVA Board 

2. EXPLIoT Framework 

Steps: 

1. After obtaining the DIVA Board address, discover the services available on the 
BLE device by rerunning the EXPLIoT BLE scan plugin with the service scan 
option. This action will enumerate all the services operating on the device and 
display their UUIDs (Universally Unique IDs) along with the starting and ending 
handles, which are also used to denote characteristics. 

ef> run ble.generic.enum –a <BLEADDR> -s 
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2. To scan for characteristics available on the DIVA board, rerun the EXPLIoT BLE 
scan plugin with the characteristic scan option. This will enumerate all the 
characteristics on the device and display their UUIDs (Universally Unique ID) along 
with their handles. Take note of the handles. You can utilize the -v option of the 
plugin for verbose output. 

 
ef> run ble.generic.enum –a <device address> -c 
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The Standard service UUIDs are defined by the Bluetooth SIG. Manufacturers 
can also create custom service UUIDs. For more information on enumerated 
UUIDs of services, please check:  
https://www.bluetooth.com/specifications/gatt/services 
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3. Try out different commands and analyse the results on the DIVA board.  
 

a. Writechar: Open the EXPLIoT framework and run the `ble.generic.writechar` 
plugin. To discover the available options, use `-h`. 
 
ef> run ble.generic.writechar –h  

 
To control a particular LED on the DIVA board, you can write to Handle: 0x000e with 
Value: 0x01010101. 
 

ef> run ble.generic.writechar -a <BDADDR> -n <handle> -w <value>  
 
run ble.generic.writechar -a 00:80:e1:27:a1:c7 -n 0x00e -w 01010101 
 
Now we can turn on and turn off led by changing the above value, there is a specific 
sequence of bit to turn on and turn off 4 led on DIVA board, try to find out that 
sequence.  

 

(Hint: LSB of each byte is used to control led on DIVA board.) 

 
b. Fuzzchar: One of the interesting plugins in the EXPLIoT framework allows you 

to fuzz the characteristic value and write to the BLE device. The plugin options 
are the same as ble.generic.writechar, except that you can mark the byte(s) in 
the value that you want to fuzz as "xx" (for each byte that you want to fuzz). 
 

run ble.generic.fuzzchar – a <BDADDR> -n <handle> -w <value_with_XX_markers> 
  
run ble.generic.fuzzchar -a 00:80:e1:27:a1:c7 -n 0x00e -w 0101xxxx 
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You can fuzz the DIVA Board by changing the last bytes. You can see the random flashing of 
LEDs. 
 

Lab 3 – Attack on BLE Handle 
Objective:  
The objective is to attack a specific handle of a BLE device remotely using EXPLIoT 
tools. 
Description:  
In this lab, you will perform an attack on the BLE handle, attempting to crash it using 
the EXPLIoT framework by writing certain values to the BLE handle. 
Setup:  
1. Diva Board  
2. EXPLIoT Framework 
 
Setup: 
 

1. Open the DIVA board console using screen or any other serial terminal utility. 
The procedure for using the screen and checking if DIVA is connected is 
discussed in the above hardware labs. 

2. In the DIVA console, enter 7 (BLE Lab). 
3. It will then display the prompt to turn ON and turn off BLE. Press 1 to turn ON 

BLE of the DIVA board. 

 
 

4. Open EXPLIoT and run the ble.generic.writechar plugin. To find out the options 
available use –h  
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ef> run ble.generic.writechar –h  
 

5. As you have seen in the previous lab, there is one handle available on the DIVA 
board BLE for controlling the LED on the DIVA board; you can write any value to 
that handle. 
 
Handle: 0x000e and Value: 0x01010101 

 
ef> run ble.generic.writechar – a <BDADDR> -n <handle> -w <value>  

 
6. When you write any value to a handle through an app or using any tools, it will be 

stored in some buffer. You can then attempt a buffer overflow attack, which can 
crash the BLE handle. When more data is placed by a program or system process, 
the extra data overflows, causing some of that data to leak out into other buffers, 
which can corrupt or overwrite whatever data they were holding. 

7. You can check the BLE handle by writing the value 0x01010101 (which will turn 
on all 4 LEDs). Up to a certain length, the BLE handle will work fine. However, 
when you successfully perform a buffer overflow attack, the BLE handle will crash, 
and there will be no effect of writing any value to the handle. 
 

run ble.generic.writechar -a 00:80:e1:27:a1:c7 -n 0x00e -w 
01020304050607080901020304050601 

 

 
 

8. In this case, only the BLE of the DIVA board will not work, but other peripherals 
will function properly. 

9. To restore the proper functioning of the DIVA board BLE, press the restart button 
or power cycle the board, and it will work properly. 

 
 
 
 
 
 
 



 

 

100 | 68  

 

2. BLE Labs - Smart Watch 

Lab 1 – Reconnaissance 

 
Objective: 

Reconnaissance with the EXPLIoT framework. The objective is to perform scanning 
for BLE devices in proximity. 

Description: 

You will learn to conduct reconnaissance on BLE-enabled devices and utilize the 
EXPLIoT framework for BLE operations. 

Setup: 

1. Smart watch 

2. EXPLIoT Framework 

 

Steps: 

1. Turn on your laptop's Bluetooth (as you performed the previous BLE 
labs, so do not need it to turn it ON intentionally) 

2. Open your terminal and run the hciconfig command. You will see the 
available BLE interfaces, such as hci0, hci1, and so on. 

i) hci0 is the default interface of the first connected Bluetooth 
adapter to your Linux system, typically the internal adapter. 

ii) hci1, hci2, and so forth are the interfaces of any additional 
adapters you connect to your Linux machine. 
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3. Start the EXPLIoT framework with root privileges (sudo). The reason for this is 
that scanning operations on Linux require root privileges. Once you are in the 
EXPLIoT console, run the BLE scanner plugin, and you will receive all BLEADDR 
(Bluetooth addresses) of devices within proximity. 

$ sudo expliot 

ef> run ble.generic.scan –i (-i 0 is hci0) 
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Lab 2 – GATT Services and Characteristics Enumeration 

Objective: 

To enumerate the GATT services and characteristics of the BLE device, the objective 
is to understand what characteristics and services are and how you can obtain that 
information from a BLE device. 

Description: 

You will learn to perform the enumeration of GATT services and characteristics of 
BLE devices. GATT services, and more importantly, characteristics, are the main 
communication points between the device and the client, where data is sent and 
received in characteristic values. 

Setup: 

1. Smart Watch 

2. EXPLIoT Framework 

Steps: 

1. Keep the Smart Watch near you. You can either scan for BLE devices to 
identify which one is the smart watch, or alternatively, you can check the 
BLE address on the watch itself by choosing the specific option. 

2. After obtaining the smart watch address, find out the services available 
on the watch by running the EXPLIoT BLE scan plugin again with the 
service scan option. This will enumerate all the services running on the 
device and display their UUIDs (Universally Unique ID) along with the 
starting and ending handles. Handles are also used to denote 
characteristics. 

ef> run ble.generic.enum –a <BLEADDR> -s 
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3. The Standard service UUIDs are defined by the Bluetooth SIG. 
Manufacturers can also create custom service UUIDs. For more information 
on enumerated UUIDs of services, please check: 
https://www.bluetooth.com/specifications/gatt/services  

 

 
4. To scan for characteristics available on the watch, run the EXPLIoT BLE 

scan plugin again with the characteristic scan option. It will enumerate 
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all the characteristics on the device and display their UUIDs 
(Universally Unique IDs) along with their handles. Make a note of the 
handles. You can use the `-v` option of the plugin for verbose output. 
 
ef> run ble.generic.enum -a <BLEADDR> -c 
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5. The Standard characteristics UUIDs are defined by the Bluetooth SIG. For 
more information on enumerated UUIDs of characteristics, please check: - 
https://www.bluetooth.com/specifications/gatt/characteristic  
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Lab 3 – Sniffing GATT Protocol Communication (Android) 

Objective:  
Sniff the GATT protocol communication on Android. The objective is to understand 
how to sniff the GATT protocol communication, on an Android phone, with a BLE 
peripheral. 

Description:  
Students will learn to sniff GATT protocol communication between the device and 
mobile application, enabling them to analyze and identify triggers/actions related to 
the corresponding characteristics/handles. 

Setup: 

1. Smart Watch 

2. Android Device 

Steps: 

1. To sniff the communication, you need to activate the btsnoop utility on your 
Android phone from the developer options. Follow the steps below to enable it. 

1. Go to Settings. 

2. In Settings, go to Developer options. 

3. If you do not see Developer Options on your Android phone, you need to 
enable it. Go to Settings -> About Phone -> Build Number and tap the “Build 
number” option seven times. If the process is different for your phone, search 
for it online. 

4. In the Developer options screen, select “Enable Bluetooth HCI snoop log”. 
The log file is now enabled. 

5. Turn Bluetooth OFF and then turn it back ON. 

6. Reboot the Android device. 

7. The HCI log file is created on the SD Card. The default location is 
“/sdcard/btsnoop_hci.log”. For some manufacturers, the file path may be 
different, so please verify that. 
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2. On your Android phone, download and install the “Yoho Sports” application 
from the Play Store. 
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3. Pair the smart band with the Android application and perform operations such 
as setting the time, sending notifications, and measuring heart rate. 

4. This will generate a btsnoop_hci.log file on the phone's SD card. 

5. Extract the btsnoop_hci.log from the mobile device and open Wireshark to 
analyze the packets. The log file is a PCAP file that can be viewed in Wireshark. 

6. You can download the file by connecting your phone to your PC and mounting it 
as a drive, or by using the ADB utility provided by Android to retrieve the file. 
There is plenty of information available on the Internet about both processes. 

 

Lab 4 – Analyze GATT Protocol Communication 

Objective: 
To identify write characteristic commands, their handles, and the values written 
when triggering actions on the BLE device. The objective is to understand how to 
identify and analyze which characteristics correspond to the commands or 
operations you perform on the device via the Android app. 

Description: 
 You will gain an understanding of the GATT protocol and learn how to identify read 
and write commands. This knowledge will help you determine the handles to write 
to and the values to be written, enabling remote control of the BLE device. 

Setup: 

1. Wireshark 

Steps: 

1. You can use the PCAP file from the previous lab for analysis. Once you have 
gained understanding, you can create different PCAP logs for individual 
operations performed on the device to capture the exact write commands, 
characteristics, and their values for each operation. 

2. For this lab, we will use the PCAP file smartwatch.log provided with this lab 
manual. 

3. To find read and write commands, apply filters (btl2cap.cid==0x0004) in 
Wireshark. CID stands for Channel Identifier in the L2CAP protocol and 
identifies a channel endpoint on the device. The Channel ID 0x0004 is used for 
data exchanged over the GATT protocol. Take note of your findings, such as 
characteristic handles and their corresponding values. 
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4. For example, we can see below the Sent Write Command, 

 Handle: 0x0042, Value: 04001604160d0e31 

 04001604 16 0d 0e 31 

 16 0d 0e 31 this is the hex value, if we convert it to decimal, we get to know the 
actual time and date which is displayed on the smart watch. 

 

If you write and modify the value 16 0d 0e 31, you will learn the date, month, 
hours, and minutes changing in the watch. In the next lab, we will write the values. 
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Lab 5 – Controlling The BLE Peripheral Device 

Objective: 
Control the behavior of the device using the write characteristic command in the 
GATT protocol. The objective is to understand how to communicate with the device 
using tools instead of the actual app, sending specific values, and analyzing or 
remotely controlling its behavior. 

Description:  
You will be able to read and write the GATT commands over BLE communication 
with the BLE peripheral device (smart watch in this case). If you can successfully 
write to a handle and change the behavior of the device, you have found a potential 
issue. The behavior and the handle would be device specific. 

Setup: 

1. Smart Watch 

2. EXPLIoT Framwework 

Steps: 

1. In the previous lab, we identified various write commands using the handles. 

2. Experiment with different commands and analyze the results on the watch. 

1. Open EXPLIoT and run the ble.generic.writechar plugin. To find out the 
options available use –h 

ef> run ble.generic.writechar –h 

To change the time and date we will write Handle: 0x0042 and Value: 
04001604160d0e31. 

ef> run ble.generic.writechar – a <BDADDR> -n <handle> -w <value> 

 

2. Now we can change the Hour and Minute by changing the value. 

From 0400160416 0d 0e 31 to 0400160416 0a 1e 31, we have updated the 
values. Now, write the new value and observe the updated time and date. 
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Controlling Heart Rate: 

Handle: 0x0042 and Value: 0a01 

 

 

You can observe on the BLE watch that the Heart Rate monitor turns on after 
running the above command. 

One of the interesting plugins in the EXPLIoT framework allows you to fuzz the 
characteristic values and write to the BLE device. The plugin options are similar to 
`ble.generic.writechar`, with the addition that you can mark the byte(s) in the 
value that you want to fuzz as "xx" (for each byte that you want to fuzz). 

1. ef> run ble.generic.fuzzchar – a <BDADDR> -n <handle> -w 
<value_with_XX_markers> 

2. We can fuzz the watch by changing the last bytes. You should 
observe the watch restart with the time and date reset. 

3. For homework, try experimenting with different characteristic 
values and observe if you can identify any abnormal behavior 
such as device crashing, rebooting, or entering DFU (Device 
Firmware Update) mode. 
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Lab 6 – Crack BLE LTK 

Objective: 
 Crack the LTK (Long Term Key) and decrypt the communication. The objective is to 
understand the process of cracking the LTK and the data required for cracking it. 

Description:  
You will be able to crack the LTK and use the found LTK to decrypt communication 
packets. We will use the crackle utility for this lab. If it's not already installed on 
your machine, you will need to install it. 

Source: (https://github.com/mikeryan/crackle) 

Setup: 

1. For this lab, we will use sample PCAP files provided along with crackle. 

2. In a real-world scenario, you will need a Bluetooth sniffer such as Ubertooth 
and a target BLE device. 

Steps: 

1. We have a sample packet capture of LTK exchange (ltk_exchange.pcap) 
between two devices. In a real-world scenario, you would need to sniff the 
communication. 

2. Run the crackle utility on the ltk_exchange.pcap file to calculate/find the 
LTK from the capture. 

1. $ crackle -i ltk_exchange.pcap -o bar.pcap 
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3. Once we obtain the LTK, use it to decrypt the encrypted communication in the 
pcap file `encrypted_known_ltk.pcap`. 

1. $ crackle -l 7f62c053f104a5bbe68b1d896a2ed49c -i 
encrypted_known_ltk.pcap -o decrypted.pcap 

 

4. Open the decrypted.pcap file in Wireshark as sudo and go to Edit -> Preference 
-> Protocols - > DLT_USER - > Edit -> “+” symbol. Add a parameter with “ 
btatt” and press OK. Don’t press enter. 

 

 

5. You should now be able to see all the decrypted ATT packed. 

Note: Not all packets may be decrypted. 

  



 

 

100 | 82  

 

ZigBee (802.15.4) With One DIVA 

The DIVA board contains a built-in Zigbee interface used for 802.15.4 
communication. The Zigbee protocol operates on top of the 802.15.4 standard. 
Although DIVA does not implement pure Zigbee protocol communication, it 
provides a good opportunity to become familiar and comfortable with Zigbee tools 
and techniques such as scanning and replay. 

Pre-requisite - Setup 1 DIVA Module for ZigBee 

If you have one DIVA Board, follow the process below to set it up as a sender for the 
first few labs, and then configure it as a receiver for the subsequent labs. 

Objective: 
 To set up the DIVA board for ZigBee (802.15.4) communication 

Description: You will set up the PAN ID and device address on the DIVA board for 
Zigbee (802.15.4) communication. 

1. Open the DIVA board console using screen or any other serial terminal utility. 

2. In the DIVA console, enter option 6 (802.15.4 Lab). 

 

3. SENDER: To make DIVA a sender for transmitting packets 

1. Type 0 and hit enter. 

2. When prompted for the PAN ID, enter a 4-digit hexadecimal PAN ID (2 
bytes). Share this PAN ID with the receiver DIVA or your partner using 
the other DIVA (it should be unique for each pair of DIVA boards and 
within the range 0000 to FFFF). 

3. When prompted for the "receiver address", enter the device address of 
the receiver DIVA board. Do not specify the sender device address here. 

To find the device address on the DIVA Board: 

  

 Enter the "802.15.4 Lab" on the DIVA console. 
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 It will display information including the 16-digit hexadecimal (8 
bytes) device address of the Zigbee module on the DIVA board. 

4. When prompted for "Data to send", enter a small string. For example: 
EXPLIoT. 

5. The console will then display the configuration and prompt to start or 
stop. Press 0 to start sending the data. 

Note: We are using the short address, and by default, the short 
address of every device is set to 0x0000. 

 

 

 

4. RECEIVER: To make DIVA a receiver for receiving packets 

1. On the DIVA console, press 6 (802.15.4 Lab). 

2. Type 1 and hit Enter for receiver. 

3. When prompted for the PAN ID, enter the same 4-digit hexadecimal PAN 
ID (2 bytes) as specified for the sender. PAN IDs must be unique for each 
pair of DIVA boards and should be within the range 0000 to FFFF. 

4. It will then display the configuration and prompt for start/stop. Press 1 
to start receiving the data. 
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5. Once both the sender and receiver are configured to send and receive 
data continuously, you will notice that the receiver starts printing the 
received data in a loop, indicating continuous reception from the sender. 
Now, you can proceed with the labs. 

 

 

 

 

 

 

 

Lab 1 – ZigBee Network Discovery 

Objective: 
Reconnaissance with Zigbee Auditor. The objective is to learn how to scan, identify 
the PAN network, and determine the channel number it uses. 

Description: 
The attendees will learn to perform reconnaissance on the Zigbee network to 
discover the PAN ID and channel. 

Setup: 
1. DIVA setup for sending Purpose 
2. Zigbee Auditor 
3. EXPLIoT Framework 

Steps: 

1. Power up the DIVA board and set it up as a sender as discussed above. 

2. Plug in Zigbee Auditor to another USB interface on your machine. 

3. Open the EXPLIoT Framework and run the Zigbee Auditor Device Information 
Plugin to determine the firmware and hardware version of Zigbee Auditor. 

1. ef> run zbauditor.generic.deviceinfo 
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4. Now scan the Zigbee network for available networks. Run the plugin: 

1. ef> run zbauditor.generic.nwscan 

 

 

5. You should be able to see the device found, device number, channel, PAN ID, 
and other information in the output. 
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6. Identify the channel number used by your PAN ID network. This information is 
required for further labs. 

7. Zigbee Auditor enumerates all Zigbee channels and displays the devices found 
on those channels. 

 

Lab 2 – Eavesdropping 

Objective: 
Eavesdropping with Zigbee Auditor. The objective is to understand the tools and 
process of sniffing Zigbee communication. 

Description: 
 You will learn how to perform eavesdropping with Zigbee Auditor and Wireshark 
tools to capture and analyze data for further labs. Zigbee communication is 
encrypted using AES encryption. We will discuss decryption in the final lab. 

Setup: 

1. DIVA setup as a sender 

2. Zigbee Auditor 

3. EXPLIoT Framework 

Steps: 

1. Power up the DIVA board and set it up as a sender, as discussed above. 

2. Plug Zigbee Auditor into another USB interface on your machine. 

3. Open the EXPLIoT Framework and run the zbauditor.generic.sniffer plugin. 
Specify the channel number to sniff and the file name to store the capture (it 
saves it in .pcap format). 

Note: Use the channel number you discovered in the previous lab using Zigbee 
Auditor for your PAN ID. 

1. ef>  run zbauditor.generic.sniffer 

2. Example command for sniffing on channel 12 and storing the capture in 
`test.dump` file: 

ef>run zbauditor.generic.sniffer  -c 12 -f /home/test.dump -t 10 

Note: “-c 12” is channel number 12. 
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4. After the specified time interval, the plugin will stop automatically, as shown in 
the image above. 

 

Lab 3 – Replay Attack 

Objective:  
Replay packet captures with Zigbee Auditor. The objective is to understand the 
plugin and the process of replaying Zigbee packets. 

Description: 
You will learn to replay packets over the Zigbee network. Replay the same .pcap file 
captured in the lab above. You will need to set up DIVA as a receiver to receive the 
replayed packets from Zigbee Auditor. For details on how to set up DIVA as a 
receiver, refer to the "RECEIVER: To make DIVA a receiver for receiving packets" 
section above. 

 

Setup: 

1. DIVA setup a receiver 

2. Zigbee Auditor 

3. EXPLIoT Framework 

 

Steps: 

1. Make sure: 
a. Zigbee Auditor is plugged into your machine. 
b. DIVA is still in receiving mode, waiting for the replayed packets to be 
received. 
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2. Open the dump file from Lab 2 (Eavesdropping Lab) in Wireshark and filter the 
communication to see only your setup packets using the below filter: 

1. $ sudo wireshark filename.dump 

2. Filter: wpan.dst16 == XX:XX 

3. Replace the XX... above with the receiver address you specified when 
you set up DIVA as the sender (make sure to add a colon ":" after each 
hex byte in the address). 

 

3. To save only the filtered packets, go to File and select Export Specified Packets. 
Save them to a capture file such as cap.pcap. 

4. If you want to forge or manipulate the data you're sending, you can also modify 
it in the PCAP file. Note that manually editing data for actual ZigBee 
communication won't work due to encryption. Open the PCAP file in Bless to 
view the transmitted data. You can then edit these strings and save the PCAP 
file. In our example (image), we're replacing 'EXPLIoT' with 'HACKERR'. Ensure 
you change only the specified text. 

5. Note: 

1. Change only the parts of the string that your sender was originally 
sending. If you alter anything else, the packet may become corrupted. 

2. If the PCAP file requires root permissions, run Bless with sudo or change 
the file permissions to allow access by a non-root user. 

        Example PCAP file is shown below:    
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The updated PCAP file is shown below (changed “EXPLIoT” to “HACKERR”): 

 

 

6. Plug Zigbee Auditor into another USB interface on your machine. 

7. Run the EXPLIoT Framework and the zbauditor.generic.reply plugin. Specify the 
channel number along with the PCAP file (that you saved earlier) to be 
replayed. 
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ef> run zbauditor.generic.reply -c 12 -f <file path> 

8. It will re-transmit each frame from the PCAP file, excluding acknowledgment 
frames. 

9. Confirm that the packets are being received by the receiver. The receiver 
should be in receiving mode, and if the replay was successful, you should see 
the data on the receiver’s DIVA console. 
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ZigBee (802.15.4) With Two DIVA: 

Pre-requisite - Setup 2 DIVA Modules for ZigBee 

If you have 2 DIVA modules or if there are two people with one DIVA each, use the 
below process to set up one as sender and the other as receiver. 

Objective: 
 To set up the DIVA board for ZigBee (802.15.4) communication 

Description: The attendees will learn how to set up the PAN ID and device address 
on the DIVA board for ZigBee (802.15.4) communication. 

 

1. Open the DIVA board console using screen or any other serial terminal utility. 
Instructions on how to use screen and check if DIVA is connected are 
discussed in the hardware labs above. 

2. In the DIVA console, enter 6 (802.15.4 Lab). 

 

3. Select one DIVA board to act as sender and the other as receiver. 

4. SENDER: To make one DIVA a sender for transmitting packets 

1. Type 0 and hit enter. 

2. When prompted for the PAN ID, choose and enter a 4-digit hexadecimal 
(2-byte) PAN ID. Share this PAN ID with the receiver DIVA or your 
partner's DIVA (it should be unique for each pair of DIVA boards and 
within the range 0000 to FFFF). 

3. When prompted for the 'receiver address', enter the device address of 
the receiver DIVA board. Please DO NOT specify the sender device 
address here. 

4. To find the device address on the DIVA Board, access the '802.15.4 Lab' 
on the DIVA console. It will print information including the 4-digit 
hexadecimal (2-byte) device address of the ZigBee module on the DIVA 
board. 
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5. When prompted for 'Data to send', enter any small string. For example: 
EXPLIoT. 

6. The configuration will then be displayed, and you will be prompted to 
start or stop. Press 0 to start sending the data. 

 

5. RECEIVER: To make another DIVA a receiver for receiving packets 

1. On the DIVA console, press 6 (802.15.4 Lab). 

2. When prompted for the PAN ID, enter the same 4-digit hexadecimal (2-
byte) PAN ID as specified on the sender. PAN IDs must be unique for 
each pair of DIVA boards and within the range 0000 to FFFF. 

3. The console will then display the configuration and prompt for 
start/stop. Press 1 to begin receiving the data. 
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6. Once both the sender and receiver are configured to send and receive data 
continuously, you will notice that the receiver starts printing the received data 
in a loop, indicating continuous reception from the sender. Now, you can 
proceed with the labs. 

 

 

Lab 1 – ZigBee Network Discovery 

Note: 

This lab is the same as the one in the section “ZigBee (802.15.4) With One DIVA”. 

 

Lab 2 – Eavesdropping 

Note: 

This lab is identical to the one in the section 'ZigBee (802.15.4) With One DIVA'. The 
only requirement is to ensure that the sender is transmitting, and the receiver is 
receiving while you perform this lab. 

 

Lab 3 – Replay Attack 

Note: 

This lab is identical to the one in the section 'ZigBee (802.15.4) With One DIVA'. The 
only difference in this lab is that you will need to stop the Sender DIVA so that no 
packets are being transmitted while you replay the packets using Zigbee Auditor. 
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Lab 4 – Decrypt ZigBee Communication 

Objective:  
Decrypt the packet capture from a home security system. The objective is to 
understand the default encryption in ZigBee and learn how to decrypt ZigBee 
packets using Wireshark. 

Description: 
 You will learn to use the default Zigbee Link key to first decrypt the Network key 
and then use the Network key to decrypt any further communication. You will also 
perform a replay attack. The ZigBee standard specifies a Global Link Key, 
'ZigBeeAlliance09,' for compatibility, and many vendors use this key in their 
products, which makes the network vulnerable to eavesdropping and replay attacks. 

 

 

 

Setup: 

1. MI Home Kit communication PCAP files 

2. Zigbee Auditor 

3. Wireshark 

Steps: 

1. Two PCAP files for this lab are provided in the labs directory. 

1. mi_pairing.pcap – This PCAP file contains the communication of a 
device joining the network. 

2. midecrypt.pcap – This PCAP file contains general communication 
between the ZigBee Controller and the ZigBee device including the 
commands sent etc. 

2. Start Wireshark, open the file “mi_pairing.pcap” in it and you will see that the 
data payloads are encrypted. 

3. Now go to Edit –> Preference –> Protocol –> ZigBee –> Edit (Pre-
Configured Keys) and add “ZigBeeAlliance09” (Including the double quotes; 
for ASCII string, Wireshark requires us to enclose it in double quotes) and save 
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it. Byte Order will be Normal, and you can give it any label of your choice. 

 

4. Now you will see that some packets are decrypted, while others are not. In the 
decrypted section, you will notice packets related to the device joining the 
network, such as 'Association Request', 'Association Response', 'Data Request', 
and finally the 'Transport Key' packet. The Transport Key packet is used to 
transfer the Network Key to the device. Click on the Transport Key packet, 
locate the network key in the middle tab, and copy it – Right click (on the key 
in the middle tab) –> Copy –> As Hex Stream. 

 

5. Now put the copied Network key in the pre-configured key list as discussed 
above for the Global Link Key. Again, byte order will be Normal, and you can 
Label it with any name of your choice. 
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6. You will now be able to decrypt further communication using the same 
network key. 

7. Now open "midecrypt.pcap" and analyze all the communications. You should 
now be able to see commands and responses. 

 

8. You can save the specific packets that have 'off' or 'on' attributes and perform 
the replay exercise as in the Replay Lab, using the MI Home Kit (only for 
physical training attendees). Hint: Use PAN ID or destination address in the 
filter. Note: Make sure to save in .pcap format and not .pcapng. 
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Glossary 

 
1. DMM – Digital Multimeter 

1. https://en.wikipedia.org/wiki/Multimeter#Digital_multimeters_
(DMM_or_DVOM) 

 

2. UART - Universal Asynchronous Receiver Transmitter 

1. https://en.wikipedia.org/wiki/Universal_asynchronous_receiver
-transmitter 

 

3. BLE – Bluetooth Low Energy 

1. https://en.wikipedia.org/wiki/Bluetooth_Low_Energy 

 

4. JTAG – Joint Test Action Group 

1. https://en.wikipedia.org/wiki/JTAG 

 

5. I2C – Inter Integrated Circuit 

1. https://en.wikipedia.org/wiki/I²C 

 

6. SPI – Serial Peripheral Interface 

1. https://en.wikipedia.org/wiki/Serial_Peripheral_Interface 

 

7. CPOL - Clock Polarity 

1. https://en.wikipedia.org/wiki/Serial_Peripheral_Interface#Clock
_polarity_and_phase 
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8. CPHA - Clock Phase 

1. https://en.wikipedia.org/wiki/Serial_Peripheral_Interface#Clock
_polarity_and_phase 

 

9. LCD – Liquid Crystal Display 

1. https://en.wikipedia.org/wiki/Liquid-crystal_display 

 

10. VCC – Voltage Common Collector 

1. https://en.wikipedia.org/wiki/IC_power-supply_pin 

 

11. GND – Ground 

1. https://en.wikipedia.org/wiki/Ground_(electricity) 

 

12. TX – Transmission 

1. https://en.wikipedia.org/wiki/Transmission_(telecommunicatio
ns) 

 

13. RX – Receive 

1. https://en.wikipedia.org/wiki/Rx 

 

14. DIP – Dual In-line Package 

1. https://en.wikipedia.org/wiki/Dual_in-line_package 

 

15. PDIP – Plastic Dual In-line Package 

1. https://en.wikipedia.org/wiki/Dual_in-line_package 
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16. SOIC - Small Outline Integrated Circuit 

1. https://en.wikipedia.org/wiki/Small_outline_integrated_circuit 

 

17. EEPROM - Electrically Erasable Programmable Read-Only Memory 

1. https://en.wikipedia.org/wiki/EEPROM 

 

18. PCB - Printed Circuit Board 

1. https://en.wikipedia.org/wiki/Printed_circuit_board 

 

19. FTDI - Future Technology Devices International 

1. https://en.wikipedia.org/wiki/FTDI 

 

20. HCI - Host Controller Interface 

1. https://en.wikipedia.org/wiki/List_of_Bluetooth_protocols#Host
_Controller_Interface_(HCI)  

 

21. PCAP - Packet Capture 

1. https://en.wikipedia.org/wiki/Pcap 

 

22. GATT - Generic Attribute Profile 

1. https://en.wikipedia.org/wiki/List_of_Bluetooth_profiles#Generi
c_Attribute_Profile_(GATT) 
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23. UUID - Universally unique identifier 

1. https://en.wikipedia.org/wiki/Universally_unique_identifier 

 

24. 802.15.4 - IEEE 802.15.4 Standard 

1. https://en.wikipedia.org/wiki/IEEE_802.15.4 
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3. Repaired or modified products are not eligible for refund or replacement. 

4. Returns should be initiated within 5 calendar days of the item arriving at the 
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5. Due to the nature and usage of our products, we do not provide any warranty 
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